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(BMECTE C "METOAUWYECKUMU PEKOMEHJAIIMAMU O PASMEIIEHUN HA TH®OPMAIIMOHHBIX
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Cwm. JTokymeHThl MuHKHCTEPCTBa 00pa3oBanus U Hayku Poccuiickoii Menepanuu

MWHUCTEPCTBO OBPA30BAHUA N HAYKU POCCUACKOW ®EQEPALIUU
OEMNAPTAMEHT FOCYOAPCTBEHHOW NMOJNIMTUKN B COEPE
OBLEN0 O6PA30OBAHUA
NMUCbMO
ot 14 masa 2018 r. N 08-1184
O HANPABJIEHUA UHO®OPMALIUU
[enaptameHT rocyfapcTBeHHON NonuTukn B cdepe obuiero obpasoaHma MuHobpHayku Poccun HanpasnseT ans
cBefeHusi paspabotaHHble BpemeHHoln komuccnen Coseta Pefepaumm no pa3suTuio MHPOPMaLMOHHOIO obLecTBa
MeTOAMYEeCKMe peKoOMeHAauuM O pasMelleHn Ha MHAOPMAaUMOHHBLIX CTeHAax, oduuManbHbIX MHTEPHET-canTax u
ApYyrMX UWHAOPMaLMOHHBIX pecypcax oblieobpasoBaTernbHbIX OpraHu3auMin U OpraHoB, OCYLUECTBASIOLWMUX
ynpaBrneHve B cdepe ob6pasoBaHus, MHopMaLum o 6e3onacHoM NOBEAEHUM U UCMONb30BaHUK ceTn "MIHTepHeT".

LOupexTop denaptameHTa
A.E.NETPOB
MpunoxeHne

METOAOMYECKME PEKOMEHOALIUN
O PASMELWWEHWN HA UH®OPMALMUOHHbIX CTEHOAX, O®PULIMATIbHBIX
MHTEPHET-CANTAX U APYIUX UH®OPMALIMOHHbIX PECYPCAX
OBLLUEOEPA30BATEJIbHbIX OPFTAHU3ALUA U OPFAHOB, OCYLUECTBNAIOLWNX
YMNPABJIIEHUE B COEPE OBPA30OBAHUA, UH®OPMALIUU O BE3OIMNACHOM
NMOBEAOEHUU U NCMNOJIb3OBAHUU CETU "MHTEPHET"
Okcneptamu 1 YneHamu BpemeHHol komuccumn CoeTa Pefepaumy no pasBuTvio MHMOPMaLMOHHOTO obLiecTBa B
paMKax BbIMOMHEHNS peKOMeHAaLMN napnaMeHTCKUX cnywaHmn "AkTyansHble BONpoCkl obecneyeHns 6e3onacHocTm
N pas3BUTUS geTeln B MHpOpPMaLMOHHOM NpocTpaHcTBe", koTopble npownun B CoBeTte ®enepauun 17 anpens 2017 r.,
Obiny pa3paboTaHbl METOAMYECKNE PEKOMEHAALMM O pa3MeLLEHUN Ha MHOPMALMOHHbIX CTeHAax, oduLlmanbHbIX
WHTEpHeT-caiTax W ApYrMxX WHGOPMaUMOHHBIX pecypcax obLlieobpa3oBaTenbHbiX OpraHM3auvMin U OpraHos,
OCYLLECTBNSIOWMX yNpaBneHne B cdepe obpasoBaHusi, MHdopmauum o 6e3onacHoM NoBeAEeHUN U UCMONb30BaHWM
cetn "VIHTepHeT" (ganee - MeToauyeckme pekomeHgauum).
MeToaudeckve pekomeHOauMu HanpasfeHbl Ha KayeCTBEHHOE MOBbIWEHWEe YPOBHS  MHAOPMALMOHHOW
OesaTenbHOCTM  0o0Leobpa3oBaTenbHbIX OpraHu3aumMi M OpraHoB, OCYLUECTBRSKOLWMX YyrpaeBrneHue B cdepe
obpa3soBaHusi, B YacTu MHPOPMUMPOBAHNUS Y4aLLUXCS, UX POAUTENEN (3aKOHHBbIX NMpeacTaBuUTENen) N neaarormyecknx
paboTHMKOB 06 OCHOBHbIX acnekTax MHopMaLunoHHon 6e3onacHoCcTU.
MeTognyeckue pekomeHgaumMm no3BonaT obuieobpasoBaTenbHbIM OpraHn3aunsiM M opraHam, OCYLLECTBASIOWUM
ynpaeneHue B cdepe obpas3oBaHUsA, akTyanuM3npoBaTb YXKe WCMOoNb3yeMble U pasMeLLeHHble MHEOPMaLNOHHbIE
mMaTepuarbl, Tak 1 NOArOTOBUTL MX B Cry4ae UX OTCYTCTBUSA C YYETOM MyYLLUX MPaKTUK U PEKOMEHAALNNA.
B pamkax meToguyeckux pekomeHngauui paccMaTpmuBaloTcs crieyoLme MHCTPYMEHThI:
1. "HOpPMaLMOHHbIE CTEHAHI;
2. odhunumanbHble MHTEPHET-PECYPChI;
3. cpencTBa MaccoBow MHopMauun (LLKOMNbHbIE ra3eTbl, Nefarormyeckne N3gaHnus u apyrue).
UHdopMmaLMOHHBbIe CTeHAbI
Ha nHdopmMaLmMoHHbIX cTeHaax B 06Leobpa3oBaTenbHbIX OpraHM3aLuunsix, PpacrnosioXeHHbIX B (hone yupexaeHuii n B
KabuHeTax, OCHALLEHHbIX MNepCoHanbHbIMW YCTPOWCTBaMU AnA Bbixoga B ceTb "MHTepHeT", pekomeHayeTcs
pasMecTnTb MHAOPMALMOHHbIE MaMSATKM, COAEepXKalliMe OCHOBHble COBETbl MO obecneveHnto MHMOPMaLMOHHOM
6e30nacHOCTY yYaLLUXCs.
B npunoxenun N 1 K meToouyeckMm pekomeHgauusiM npeactaBneH obpasel mamaTkv Ans pasvelleHus Ha
WHPOPMaLMOHHbIX CTEHAAX.
CpepncTBa MaccoBoM MHdopMauum


http://rulaws.ru/minobrnauki/

B cpencrtBax maccoBow MHOpMaLWK, OPUEHTMPOBAHHBIX Ha Oby4aloLwmuxcs, peKoMeHayeTcs B TedeHne yyebHoro
roga perynspHo nybnuvkoBaTb  MH(OPMaUMOHHbIE — MaTepuanbl, MOCBSLLIEHHbIE  OTAENbHbIM  acnekram
MH(OPMaLMOHHON Be3onacHOCTU, a Takke pasnuyHble NamsaTky obLLero xapakrepa.
B cpenctBax maccoBon uHOpMaLMK, OPUEHTUPOBAHHBLIX Ha Nefarormiyeckyto 0bLLeCcTBEHHOCTb, peKoMeHayeTCs B
TeYeHve KaneHgapHoro roga perynspHo nybnukoBaTb MHMOPMaLMOHHbIE MaTepuansbl, NOCBSALWEHHbIE OTAENbHbIM
acnekTam MHopmaLMoHHOM 6e30NacHOCTY Kak HECOBEPLUEHHONETHUX, Tak 1 obLeobpasoBaTenbHbIX OpraHM3aLui,
a Takke pasnu4yHble MamsiTkM, 0630pbl HOPMAaTMBHO-NPABOBOrO pPerynMpoBaHus AaHHOW cdpepbl U MHdOpMauLmio o
aKTyanbHbIX MEPOnNpUATUAX U COBLITUSIX B flAaHHON cdhepe.
B xome npoeegerns EamHoro ypoka no 6esonacHoctn B ceTu "MIHTepHeT" pekoMeHayeTcs obecneunTb BbiMyck
TemaTU4eCcKoro BbiNycka CpeAcTBa MaccoBov MHopMaumm nubo cepun nybnukaumn, cpeam KOTopbIX paccMOTpeTb
OpraHn3oBaHHbIE MeponpuATUA AN oby4valoLwmnxcs, X poauTenen (3akoHHbIX NPeACcTaBUTENENn) U negarornyeckomn
06LLEeCcTBEHHOCTU.

OdmumanbHble UHTEepHeT-pecypcebl
O6LeobpasoBaTenbHbIM OpraHM3aunsaM pekoMeHayeTcsl Ha CBoMx oduumanbHbIX VIHTepHeT-pecypcax obecnednTb
(PYHKLMOHUPOBAHNE CaMOCTOSTENBHOMO U chneuManuanpoBaHHoro pasgena "WHdopmaumnoHHaa GesonacHocTb", B
pamMkax KOTOpPOro nNpeaycMoTpeTb pa3MeLLEHNe creayLen MHHOpMaLn:

dopmat
npeacTaBJIeHUs
N Pa3nes/moapases MaTEepHaJIoOB CojepkaHue MaTepUAIOB

[PazmeraroTcst KONMU JOKYMEHTOB, T.€. CKAHUPOBAHHBIH BapHaHT

ITOKyMEHTa, COOTBETCTBYIOIIHH TpeOOBAHMSM K ITapaMeTpam
UlokanbpHBIE HOPMaTHBHEIE ckanupoBanus. Pa3MemaroTcst JOKYMEHTHI, perlaMeHTHPYIOINe
akTHI B cepe obecnieuenus Ko opraHu3anuio 1 paboTy ¢ MepCOHAIBHBIMU TaHHBIMH, IIAHEI
MH(OPMAITMOHHOM ITOKYMEHTOB B MeponpusTHii 0 o0ecrieueHno HHGOPMAMOHHON 0€30MacHOCTH

(=Y

J6ezomacHocTr oby4aromuxcs |popmare *PDF oOyyaronmxcs u Apyrue.

[TyGMKyIOTCS akTyanbHbIe CBEACHHS O (peaepalbHbIX U
[PErMOHANBHBIX 3aKOHAX, TUChMAX OPTaHOB BIIACTH M IPYTUe
[HOpMaTHBHO-IIPABOBBIC JTOKYMEHTEI, peTJIaMEHTHPYIOIIHE
oOecrieuenre HHGOPMAITMOHHON 0€30TTaCHOCTH HECOBEPIICHHOICTHHX.
Koruu /ToryckaeTcst BMecTo KON pa3MenaTh IMIepCcChUIKA Ha

TOKyMEHTOB B COOTBETCTBYIOIINE JOKYMEHTHI Ha CaliTaX OPraHoB TOCYAapCTBEHHOI

2 [HopmatusHoe perynupoBanuefpopmare *PDF BIIACTH.

[TexcT Ha cTpaHuIe

caiiTa Pa3MenaTcst MeTOIMYECKIEe PeKOMEHIAINH U YKa3bIBACTCS

Korn nH(bOpMAIHS O MEPOTIPUATHSX, IPOCKTAX M MPOrpaMmMax,

TOKYMEHTOB B HarpaBJICHHBIX Ha MTOBBIIICHHE HH(POPMAMOHHON IPaMOTHOCTH
3 [[lemarornuecknm padotaukam [popmare *PDF re1arornyecKux paboOTHHUKOB.

[Pazmeraercst nudopmarmonnas namstka (npunoxenue N 2) n
[yKa3bIBaeTCst HHPOPMALHsS O MEPOIIPUSITUSIX, TIPOEKTaX M IPOrpaMMax,

[TexcT Ha CTpaHMIlE [HATPABIEHHBIX HA TTOBLIIICHIE HHPOPMAIHOHHONW TPaMOTHOCTH

=

JOOy4arommmcst caiita oOyaronmxcsl.

Porirernsam (3aKOHHBIM
[pEe/ICTAaBUTEIISIM) [TexcT Ha cTpaHuIe

5. [oOyuaromuxcst caliTa Pasmernaercst nHbopmanmonHas namstka (mpunoxenue N 3).

Pasmerniaercst HHPOPMAIUI O PEKOMEH/IYEMBIX K HCIIOJIb30BAHUIO B
TexcT Ha cTpanmIe [yueOHOM Tporecce Oe30macHbIX caiitax, GaHHepbl 0e30MacHbIX

6.|/leTckie Ge3omacHbie caiiTel  [caiiTa ITIETCKUX CalTOB.

OpraHam, OCyLLeCTBMSOWMM ynpaBneHne B cdepe 06pas3oBaHusi, PEKOMEHOYEeTCsi Ha CBOUX OduumManbHbIX
NHTepHeT-pecypcax obecneunTtb (PYHKLMOHMPOBAHME CaMOCTOATENBHOrO W Crleumanu3vMpoBaHHOro pasgerna
"MHdhopmaumoHHas 6e3onacHoCTL", B pamMmkax KOTOpPOro npeaycMoTpeTb pa3MeLleHne crieayroLlen nHpopmaumu:
MpunoxeHune N 1
NAMATKA
Onga oYYAIOLLKUXCA O6 UH®OPMALIMOHHOM EE30OMNACHOCTU OETEN



HEJTb3A
1. Bcem nogpsig coobLiatb CBOK YaCTHYH MHpopmaumio (HacTosimue ums, damunuio, TenedoH, agpec, HoMep
LKOIbI, @ Takke doTorpadum CBOU, CBOEN CEMbU N APY3ENn);
2. OTKpbIBaTb BIOXEHHbIE (havirbl ANIEKTPOHHOW NOYThI, KOrAa He 3Haellb OTNpaBUTEnNs;
3. [pybuTtb, Npuampatbcs, okasbiBaTb AaBMEHWE - BECTU cebs HEBEXTMBO 1 arpeccuBHO;
4. He pacnopsikaincs oeHbramm TBoe ceMbyu 6e3 paspelleHns CTapLumnx - BCerga crnpaluvBan poauTenei;
5. He BcTpeyaincs ¢ IHTepHeT-3HaKOMbIMY B peanbHON XM3HW - MOCOBETYNCS CO B3POCIbIM, KOTOPOMY AOBepseLLb.
OCTOPOXHO
1. He Bce nuwyTt npasgy. YvTtaewb o cebe Henpasay B WHTepHeTe - coobin o6 3TOM CBOUM pOAUTENAM WU
OneKyHawm;
2. MpwurnawatoT nepenuceiBaThCs, Urpatb, 0bMeHnBaTbLCH - TPOBEPb, HET MU NOABOXA;
3. HesakoHHoe konvpoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBali B3pocibiM 0 Mpobnemax B CeTV - OHW BCeraa nomoryT;
5. Mcnonb3yi HacTponkn 6e3onacHOCTUM M NPUBATHOCTU, YTOOLI HEe NMOTEPSTb CBOM akKayHTbl B COLICETAX U APYrnx
nopranax.
MOXHO
1. YBaxan gpyrux nonb3oBaTtenen;
2. MNMonbk3ayelwbca NHTEPHET-UCTOYHUKOM - Aenaw CCbIfKYy Ha Hero;
3. OTKpbIBal TONbKO T€ CChISKN, B KOTOPbIX YBEPEH;
4. ObLwaTbCs 3a MOMOLLbIO B3POCbIM - POAUTENM, OMEKYHbl ¥ aAMUHUCTPaLMsA CanToB BCeraa noMoryT;
5. Mpovign obyyeHune Ha canTe "CeTeBMYOK" 1 NOMy4YM NacnopT LmMdpoBOro rpaxaaHunHal

MpunoxeHune N 2

MHO®OPMALIMOHHASA NMAMATKA
And oObYYAKOLWUXCA AnA PASMELLEHUA
HA O®ULIMATNBbHbLIX MHTEPHET-PECYPCAX

C kaxgbpiM rogoM MOMOLEXN B WHTEpPHETe CTaHOBUTbCA Oornblue, a LWKOMbHUKA OOHW W3 CaMblX aKTUBHbIX
none3oBaTenel PyHeta. Mexay TeM, MTOMYMO OrPOMHOMO KONMYeCTBa BO3MOXHOCTEN, MHTEPHET HeceT 1 Npobnembl.
OTa namaATka AomkHa noMoyb Tebe 6e3onacHo HaXoaMTLCS B CETW.
KomnbtoTepHble BUpPYChbI
KoMnbloTepHbIi BUPYC - 3TO PasHOBMAHOCTb KOMMbIOTEPHBIX MPOrpaMM, OTANYUTENbHOW OCOBEHHOCTHIO KOTOPOW
ABMSETCA CMNOCOOHOCTb K PasMHOXEeHWo. B gononmHeHme kK 3TOMy, BMPYCbl MOFYT MOBPEAWTb WM MOMHOCTbLIO
YHUYTOXUTb BCe paiinbl M [aHHble, MOAKOHTPOMbHbIE MOMb30BaTENO, OT MMEHW KOTOpPOro Obina 3anyLueHa
3apaxeHHasi mporpaMmMa, a Takke NOBPeAMTb UMK OaXe YHUHTOXUTb OnepauyoHHYH0 CUCTEMY CO BceMu havnamu B
uenom. B 6onbluMHCTBE Cry4aeB pacnpoCTPaHSTCS BUPYCbl Yepes NHTEePHET.
MeToabl 3almThl OT BPEAOHOCHbBIX NMPOrpamMM:
1. Vicnonb3yi coBpeMeHHble OnepaLuoHHbIE CUCTEMbI, UMEILLME CEPbE3HbIN YPOBEHb 3aLUMTbl OT BPEAOHOCHbIX
nporpamm;
2. TMocTosiHHO ycTaHaBnMBan naytv (UMdpOoBbIE 3annaTkv, KOTOpble aBTOMATUYECKM YCTaHaBNMUBAKTCA C LENbo
AopaboTkM nporpammbel) U Apyrme OOHOBMEHWS CBOeW onepauuoHHON cucTeMbl. CkayvMBam WX TOMbKO C
oduumanbHoro canta paspabortumka OC. Ecnu cyLecTByeT pexum aBToMaTU4eCcKoro 06HOBNEHWS, BKITHOUM €r0;
3. PaboTtaii Ha cBoem KoMMblOTEpe MOA NpaBamy MONb3oBaTens, a He agMuHWUCTpaTopa. OTO He M03BOMUT
60MbLUMHCTBY BPe4OHOCHbBIX MPOrpaMm MHCTanMpoBaTbCA Ha TBOEM NMePCOHaNbHOM KOMMbIOTEPE;
4. Wcnomb3yn aHTMBMPYCHble MNpPOrpaMMHble MNPOAYKTbl WM3BECTHbIX Npou3BoAuTENnen, C aBTOMaTUYECKUM
obHoBrneHnem 6as;
5. OrpaHunyb usnyecknii JOCTYN K KOMNbIOTEPY AN NOCTOPOHHMX NULL;
6. Vicnonb3ym BHeLlHWE HOCUTENW MHOPMaUMK, TakMe Kak prewlka, AUCK unu dann U3 UHTEpHeTa, TONbKOo 13
NPOBEPEHHbBIX NCTOYHUKOB;
7. He oTkpbiBa KOMMNbIOTEPHbIE awrbl, MOSyYeHHbIE U3 HEHaAEXHbIX UCTOYHWKOB. [laxe Te dannbl, KOTopble
npucnan TBON 3HaKOMbIN. Jlyylle yTOYHU Y Hero, oTnpaBnsan N oH Tebe nx.
Cetn WI-FI
Wi-Fi - aTo He BMA nepefaun [aHHbIX, He TexHonorus, a Bcero nuwbe 6peHa, mapka. Ewe B 1991 rogy
HuaepnaHackasa koMmnanus 3apeructpuposana 6peHg "WECA", yto o6o3Havano cnosocoveTaHume "Wireless Fidelity",
KOTOPbIV NepeBoanTCs kak "GecrnpoBogHasi TOMHOCTL".



[o Hawero BpemeHu fowna gpyras abbpesuaTypa, koTopas SIBNSieTCs Takoun Xe TexHonoruen. 31o abbpesmartypa
"Wi-Fi". Takoe Ha3BaHMe ObIfI0 JAHO C HAMEKOM Ha CTaHOapT Bbicllen 3BykoBoW TexHukn Hi-Fi, yto B nepeBoge
O3Ha4vaeT "BblCOKas TOYHOCTL".

[a, 6ecnnaTtHbll MHTEPHET-AOCTYN B kade, OTensx U aspornopTax ABMseTcs OTNMYHON BO3MOXHOCTBIO BbIXxOAa B
WHTepHeT. Ho MHorne akcnepTbl cymTaloT, 4To obwenoctynHele Wi-Fi ceTn He sBnaioTcs 6esonacHsiMU.

CoBeTbl No 6e3onacHocTn paboTbl B 06LenocTynHbIx ceTsx Wi-fi:

1. He nepenaBaii cBol NMYHY0 MHopMaumio Yepes obwenoctynHble Wi-Fi ceTn. PaboTas B HUX, XKenaTenbHO He
BBOAMTb Naponu AOCTyNa, NOrMHbl U Kakme-To HOMepa;

2. cnonb3yn n OGHOBNSIN aHTMBMPYCHbIE Mporpammbl U GpaHamayep. Tem cambiM Tbl obesonacuilb cebsa ot
3aKa4kv BMpyca Ha TBOe YCTPOWCTBO;

3. Mpu ucnonb3oBaHum Wi-Fi oTknoum cyHkumio "O6wmin goctyn k channam u npuHtepam”. [JaHHas gyHKUMSA
3aKpblTa N0 YMOMNYaHMIO, OAHAKO HEKOTOPbIE NONb30BaTeNM akTUBUPYIOT ee Angd yaobcTea Mcnonb3oBaHus B paboTte
unu y4ebe;

4. He ncnonb3ayn nyonuuHbiin WI-FI ans nepegayn nuuHbIX AaHHbIX, HAnpuMep Ans Bbixoda B coumarbHble CeTU Unm
B 3NIEKTPOHHYIO MOYTY;

5. Wcnonb3yih TonbKo 3alumiieHHoe coeauHeHnune vepe3d HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca BBOAU
nmeHHo "https://";

6. B MobGunbHOM TenedoHe oTknoun yHkumo "MogknioveHne k Wi-Fi aBTomaTtmyeckn". He ponyckan
aBTOMaTM4eCcKoro noakntoveHns yctpoinctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTn

CoumanbHble CeTV akTUBHO BXOASIT B Hally XM3Hb, MHOTUE NioAn paboTaloT U XUBYT Tam NOCTOsAHHO, a B Facebook
yXKe 3aperMcTtpypoBaH MuMAvapg 4YenoBeK, YTO SABMNSETCA OOHOW ceabMOM BCEX Xutenen nrnaHeTbl. MHorve
nonb3oBaTeNy He NMOHUMALT, YTO MHOPMaLKMS, pa3MeLLEeHHas MU B COLMarnbHbIX CETAX, MOXET ObiTb HaaeHa 1
1cnonb3oBaHa KeM YrogHo, B TOM YmMcre He 0b6a3aTenbHO ¢ bnarmmm HaMepeHnsaMu.

OCHOBHbIE COBETbI MO 6E30MACHOCTN B COLMArbHbIX CETSX:

1. OrpaHnyb cnucok Apy3en. Y Tebs B Apy3bsix HE LOIMKHO ObIThb CriydYanHbIX 1 HE3HAKOMBbIX NI0AEN;

2. 3awmuian cBOK YacTHYH Xu3Hb. He ykasbiBav naponu, TenedoHbl, agpeca, AaTy TBOEro POXAEHUS U APYryto
NNYHYI0 MHAOPMaLMO. 3M0YMBILLNIEHHUKN MOTYT MCMOJBb30BaTh AaXe MHOPMaLMIo O TOM, KakK Tbl U TBOW poaMTEN
nnaHMpyeTe NpoBECTU KaHUKYIbI;

3. Sawwmwan cBol penyTauuio - OepXu ee B YACTOTe M 3afdaBan cebe Bompoc: xoTen Obl Thbl, YTOObI Apyrue
nonb3oBaTeny BUAENW, YTO Thl 3arpyxaelb? MNogymain, npexae 4em 4To-To onybnukoBaTb, HanucaTb U 3arpy3uTb;
4. Ecnv Tbl roBOpYWb C JOOAbMU, KOTOPbIX HE 3Haellb, HE WUCMONb3y CBOE pearibHoe VMMS U APYryn JNYHYHO
WH(OPMaLUK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. WN3beran pasmelleHusa cotorpacmii B WHTepHeTe, rae Tbl n3obpakeH Ha MEeCTHOCTM, MO KOTOPON MOXHO
onpenenvTb TBOE MECTOMOJIOXKEHWE;

6. Mpu pernctpauun B coumansHOM ceTn HeOBXOAMMO MCNOMb30BaTh CIOXHbIE Naponu, coctoswme n3 6yks n undp
1 C KONMMYECTBOM 3HAKOB He MeHee 8;

7. Onsa coumanbHoOW ceTu, NOYThbl U APYrMX caToB HEOOXOAMMO MCMonb3oBaTb pasHble naponu. Torga ecnu Tebs
B3MIOMat0T, TO 3M0YMbILUMIEHHUKM NOMNy4aT JOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe Cpaay.

OneKTPOHHbIE AEHBbIM

OneKTPOHHbIE AEeHbMN - 3TO OYeHb YAOOHbIN cnocob nnaTexen, oAHaKo CyLEeCTBYIOT MOLLEHHUKM, KOTOPble XOTAT
NonyYnTb 3TU AEHbIN.

OneKTPOHHbIE AEHbIM NOSBUINCH COBCEM HELABHO M MMEHHO M3-3a 3TOM0 BO MHOMMX rocyapcTBax 4O CUX MOp He
NPOMMUCaHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (DYHKLMOHUPYIOT U O HUX yXKEe MPOMUCaHO B 3aKOHe, rAe WX pas3fensitoT Ha HEeCKONMbKo BWUAOB -
@HOHVMMHbIE N HE aHOHVMMHble. PasHyua B TOM, YTO @HOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTcs npoBOAUTb
onepaumn 6e3 waeHTUdMKaLMU MNOMb3oBaTeNsi, @ B HEAHOHWMHbIX WAEHTUdMKALMSA MNonb3oBaTens sBrsieTcs
obsa3aTenbHON.

Takke cnegyeT pasnuyaTb SMEKTPOHHble maTHble AeHbrM (paBHbl TOCYAAPCTBEHHbLIM BarTam) U 3NEKTPOHHbIE
HedmaTHble AeHbIM (He paBHbI FOCY4APCTBEHHLIM BarnoTam).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C ANEKTPOHHBIMU AeHbraMu:

1. MNpuBsKM K cHETY MOBUIBHBIN TenedoH. OTO cambliii yAOOHbLIN 1 ObICTPbIA CNOCO6 BOCCTAHOBUTL AOCTYN K CYETY.
[MpuBA3aHHbIV TenedoH NOMOXET, ecnu 3abyaeLlb CBOW NNaTeXHbI Naponb UNK 3aifellb Ha CanT C He3HaKOMOro
YCTPOMNCTBA;



2. Ncnonb3yn ogHopasosble naponu. [ocne nepexoda Ha ycuneHHyto aBTopusaumnio Tebe yxe He BydeT yrpoxaTtb
OMAacHOCTb KPaXu Unu nepexasarta MnnaTexHoro napons;

3. Bbibepu cnoxHbii naponb. MpectynHukam GyaeT He NpocTo yragaTb CHOXHbIA naponb. HagexHsle naponu - 31o
naponu, KoTopble codepXaT He MeHee 8 3HaKOB M BKMOYAlOT B cebs CTpoYHbIe M nponucHble Bykebl, LMdpbl K
HecKomnbKO CMMBOJIOB, TakMe Kak 3HaK Jonnapa, gpyHTa, BocknmuaTtenbHbli 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOM NYHbIE AaHHblE HA calTax, KOTOPbIM He AOBEpsELLb.

OneKTpoHHas novTa

OneKTpoHHasA noyTa - 9TO TEXHONOMMA M NPefoCcTaBnseMble et YCryrn no Nepechinke U NomyYeHuo ANeKTPOHHBIX
COOOLLIEHMI, KOTOpble pacnpeaenstoTcs B KOMMbOTEPHON ceTu. OBbIMHO 3MEKTPOHHbBIN MOYTOBbLIN AWK BbIMMSAUT
cnepyowmm obpasom: UMSA_nonb3oBaTena@umsa_AomMeHa. Takke KpoMe nepefadn npocToro TekcTa, UMmeeTcs
BO3MOXHOCTb nepefaBatb hannbl.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe ¢ 3NEeKTPOHHON NOYTOW:

1. Hapo BbIGpaTb MpaBuUnbHBIN NOYTOBLIN CepBUC. B MHTEpHeTe ecTb OrpoMHbIV BbIGOP GecnnaTHbIX MOYTOBbIX
CepBWCOB, OAHAKO Nyulle OBEPSATb TEM, KOrO 3HaELUb U KTO NEPBbIV B PENTUHTE;

2. He ykasblBaln B NTMYHOM MOYTE NNYHYIO MHOpMaumio. Hanpumep, nyyile BoibpaTth "My3sbikanbHbIn_daHat@" unm
"pok2013" BmecTO "Temal3";

3. Vicnonb3yi aByxaTanHyto aBTopu3auunio. OTo Korga NoOMMMO Maporis HYXXHO BBOAWTL KOA, Npuckinaemsin no SMS;
4. Bbibepu crioxHbI napornb. [ns KaXaoro NoYToBoro silMka A0oMmKeH ObiTb CBOV HaAEXHbIN, YCTOWYMBBINA K B3NTIOMY
napornb;

5. Ecnn ecTb BO3MOXHOCTb HanMcaTb CaMOMy CBOW NIUYHBIN BOMPOC, UCMNOMb3YyN 3Ty BO3MOXHOCTb;

6. Vcnonb3ym HecKonbkO MOYTOBbIX ALWMKOB. lepBbld ANS YacTHOW MepenuckM C agpecatamu, KOTOpbIM Thbl
AoBepsieLb. JTO ANEeKTPOHHbIN aApec He Hafo MCMoNb3oBaTh NPY perncTpauun Ha opymax n canTax;

7. He oTKpbiBan ghansibl 1 gpyrme BroOXeHUs B MUCbMax, AaXe €CN OHU MPULLAKN OT TBOMX ApYy3en. Jlyylle yTouHu y
HWUX, OTNPAaBAANM N OHM Tebe 3Tn dhawnsl;

8. MNocne okoH4YaHUst paboTbl HA MOYTOBOM CeEpBUCE Mepen 3aKkpbiTUEM BKMadku C CanTom He 3abyab HaxaTb Ha
"BbIATI".

KnbepbynnuHr nnm BupTyansHoe 13geBaTensCcTBO

KnbepbynnuHr - npecnegoBaHue COOOLLUEHVSMUW, COAEpPXalMMu  OcKOpbneHus, arpeccuio, 3anyruBaHue;
XyNWraHcTBO; coumanbHoe BONKOTMPOBaHME C MOMOLLBIO Pa3fnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnMHrom:

1. He Opocaiicsa B 6oi. Jlyywunii cnocob: nocoBeToBaTbCsi kak cebsi BECTU W, €Crnv HeT TOoro, K KOMYy MOXHO
o6paTuTbCH, TO BHa4arne ycrnokoutbcs. Ecnu Tbl HayHelb OTBeYaTb OCKOPONEeHUSAMN Ha OCKOpPOeHus, TO TOMNbKO
elle bonblue pasoxKeLlb KOHMINKT;

2. Ynpaensn cBoew knbeppenyTtauuen;

3. AHOHMMHOCTb B ceTu MHUMas. CyLLecTBYyOT Cnocobbl BbIACHUTb, KTO CTOUT 3@ @aHOHVMHBIM aKKayHTOM;

4. He cTouT BeCcTu XynuraHckuii obpas BUpTyanbHOW Xn3HU. IHTepHEeT hmkenpyeT BCe TBOM AENCTBUS N COXpaHSaeT
ux. Yoanutb nx byaet kpamHe 3aTpyaHUTENBHO;

5. Cobniogai cBOK BMPTYyasbHYO YeCTb CMOMOAY;

6. VirHopupyn eamHunyHbii HeratuB. OpgHopasoBble OockopbuTenbHble cooOLWeHus nydwe urHopvposatb. O6bIYHO
arpeccus npekpallaeTcs Ha HayanbHOW cTaguu;

7. ban arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMW COOBLLEHMAMN, B COLMArbHbIX CETAX €CTb BO3MOXHOCTb
6NOKMPOBKM OTMPaBKN COOOLLIEHWI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBMaeTenb knbepbynnuHra. TBom AencTBYA: BbICTYNUTL MPOTUB NpecnefoBaTens, nokasaTb eMy, YTO ero
OENCTBMSA OLIEHVBAKOTCA HEeraTuBHO, MoadepXaTb XepTBY, KOTOPOW HyXXHa NCUXOMNormyeckass momoLllb, COOBLWMTb
B3POCIbIM O dhaKTe arpecCMBHOIO NOBEAEHUS B CETU.

Mo6unbHbIn TenedoH

CoBpeMeHHble CMapTOHbI 1 MnaHWeTbl cogepxaTt B cebe BnonHe B3pocnblil OyHKUMOHAM, U Tenepb OHW MOryT
KOHKYpUpOBaTb CO CTaLMOHapHbIMU KoMMbloTepamu. OgHako, CpeAcTB 3aluTbl AnS NOoAoOHbIX YCTPOMCTB Moka
O4eHb Maro. TecTMpoBaHVe 1 NMOUCK YA3BUMOCTEN B HUX MPOUCXOAMUT He Tak MHTEHCUBHO, kak Ang MK, To xe camoe
KacaeTcst U MOBUINbHBIX NPUIOXEHWUN.

CoBpeMeHHble MobOunbHble Opay3epbl yxe MpakTUYeCKn [AOrHanu HacTOMbHblE aHarnorv, OAHAaKO pacluMpeHue
dyHKUMOHana BneyeT 3a co601 60NbLLYI0 COXHOCTb U MEHbLLYH 3aLULLEHHOCTb.

[aneko He BCe npou3BOAMUTENW BbIMYCKalOT OOHOBMEHWS, 3aKpbiBalLMe KPUTUYECKME YS3BUMOCTM ANS CBOUX
YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e30nacHOCTM MOBUNbLHOro TenedoHa:



Huyero He sBnsieTca no-Hactoswemy 6ecnnaTtHbiM. Byab ocTopoxeH, BeAb Korga Tebe npegnaratoT 6ecnnaTtHbIn
KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO NnaTHbIe yCnyru;

Oymaii, npexae Yyem otnpaeuTe SMS, boTo nnu Buaeo. Tbl TOYHO 3HaeLLb, rae OHW ByayT B KOHEYHOM utore?
Heob6xoanmo 06HOBNSATL ONepaLmoHHYI0 CUCTEMY TBOErO CMapTdOHa;

Mcnonb3yi aHTMBMPYCHbIE NPOrpaMMbl Anst MOBUIbHbIX TeNedOHOB;

He 3arpyxai nNpunoXeHuss oT HEU3BECTHOrO WCTOYHWUKA, BE[b OHW MOTYT cofepXaTb BPeJOHOCHOEe MporpammHoe
obecneveHue;

[Mocne Toro Kak Thbl BbIAELWb C cavTa, rae BBOAWM NUYHYI0 MHAOpPMaLMIo, 3aian B HAacTpomnku Gpaysepa v yganm
cookies;

[Mepunopmnyeckn NnpoBepsin, Kakne nnaTHble YCryr akTMBMPOBaHbI HA TBOEM HOMEpE;

[asai cBon HomMep MobMnbHOro TenedoHa TOMbKO MI0AAM, KOTOPbIX Thbl 3HAELLb U KOMY AOBEpseLLb;

Bluetooth gomxeH 6bITb BbIKMIOYEH, KOr4a Tl UM He Monb3yellbes. He 3abbiBan nHorga npoBepsTh 3TO.

Online urpsl

CoBpeMeHHble OHMaWMH-UIpbl - 3TO KpacouyHble, 3axBaTblBaloLiMe pasBrevYeHns, 0O0beAuHAoLWME COTHU ThiCAY
YenoBek Mo Bcemy mupy. Mrpokm mccnenytoT AaHHbIM UM Mup, obLialTca ApYr C APYroM, BbINOMHSAKT 3afaHus,
CpaxatTcs C MOHCTPaMM 1 NOMNy4atoT OnbIT. 3a YA0BOMbLCTBME OHW NAATAT: MOKYNaT AUCK, ONnavnsaT aboHeMeHT
U NproBpeTaroT Kakme-To onumn.

Bce atn cpefactBa mayT Ha NogaepXaHne u pasBuUTUE UMpbl, @ Takke Ha camy 6e30nacHOCTb: COBEPLUEHCTBYHOTCH
CMCTeMbl aBTOPM3aLMW, BbINyCKalTCS HOBble naTuM (undpoBble 3annaTkym AnA NporpaMM), 3akpbiBalOTCA
YSI3BMMOCTW CEPBEPOB.

B nogo6HbIX urpax CToUT onacaTbCA He CTOMbKO CBOMX COMEPHWUKOB, CKOSIbKO KpaXn TBOEro napors, Ha KOTOpOM
OCHOBaHa cucTtema aBTopmsaumm 6onbLLINHCTBA Urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOEro UIPOBOTO akKayHTa:

1. Ecnu gpyrov urpok BegeT cebs nnoxo unm cosgaet Tebe HenpuATHOCTU, 3abNOKNpyI ero B CNCKe UrPOKOB;

2. Moxanynca agMUHUCTpPATOpaM Wrpbl Ha MNIOXoe MOBEAEHVEe 3TOr0 Urpoka, XenaTenbHO MPUMOXWUTL Kakue-TO
AoKasaTernbCcTBa B BUAE CKPUHOB;

3. He ykasbiBan nuyHyto nHdopmaumio B npodanne urpbl;

4. YBaxan gpyrnx y4acTHUKOB NO Urpe;

5. He yctaHaBnuBan HeoduumarnbHble Natym U MOAbl;

6. Vicnonb3ayi cnoxHble 1 pa3Hble naponu;

7. Oaxe BO BpeMs Urpbl He CTOUT OTKNIOYATb aHTMBUPYC. [Toka Tl Urpaellb, TBOW KOMMLIOTEP MOTYT 3apasunThb.
PULLINHT UK Kpaka NUYHBIX AAHHBIX

OOGbIYHON KpaxkeWn AeHer U OOKYMEHTOB CErOAHs YXXe HUKOrO He YAMBMLUb, HO C pa3BUTUEM WHTEPHET-TEXHOMOMMN
3IOYMbILUMEHHVKM NEPEMECTUITNCE B MHTEPHET, U NPOLOMKaOT 3aHMMaThCs "nobumsiM" genom.

Tak nosiBMnacb HoBas Yrpo3a: WMHTEPHET-MOLUEHHMYeCTBa WNW (PULLIMHF, [naBHas LUefb KOTOPOro COCTOUT B
nonyyYyeHun KoHUAeHUManbHbIX AaHHbIX NOMb3oBaTenen - NOrMHOB U naponen. Ha adrnuiickom s3bike phishing
ynTaetcs kak duwuHr (ot fishing - peibHasa noens, password - napons).

OCHOBHble coBeTbI N0 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBouM akkayHTOM. Ecnu Tbl nogospeBaellb, 4TO TBOS aHkeTa Obina B3nomaHa, TO Heobxoaumo
3abnokupoBaTh ee 1 CooOLUMTb agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. icnonb3yn 6e3onacHble BE6-CanThbl, B TOM YMCME, MHTEPHET-Mara3vHOB 1 MOWCKOBbLIX CUCTEM;

3. Wcnonb3yii crnoxHble 1 pasHble naponu. Takum obpa3om, ecnu Tebs B3NoOMatoT, TO 3M10YMbILLMIEHHWKM nonyyaTt
AOCTYN TONBLKO K OHOMY TBOEMY MpOouIio B CETU, @ HE KO BCEM;

4. Ecrnin Tebsa B3nomanu, TO HeobxoouMO npedynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AobaBrieHbl y Tebs B
Apy3bsiX, O TOM, 4To Tebs B3nomanu W, BO3MOXHO, OT TBOEro MMeHu OyAeT paccblnaTbCA Cnam M CCbIMKM Ha
(PULLIMHIOBbIE CalTbI;

5. YcTaHoBu HagexHbIn napornb (PIN) Ha MOOGUMbHBIA TeENedOoH;

6. OTKNouM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan gawrnbl 1 Apyrue BrOXKEHUS B MUCbMaXx, AaXe ecriv OHU NPULLIW OT TBOUX Apy3en. Jlydlie yTouHu y
HMX, OTMPaBAANN NN OHW Tebe aTn hawnbl.

Lincbposas penytauns

LincdppoBas penytauusi - aTo HeraTMBHas WM Mo3nTMBHAs WHdopmaumsa B ceTn o Tebe. KomnpomeTupytolias
UHOpMauus, pasmeLleHHas B MHTEPHeTe, MOXET cepbe3HbiM 06pa3oM OTpasnTbCs Ha TBOEW pearnbHON XXWU3HW.
"LincbpoBas penytaums" - 3To TBON UMUK, KOTOPbLIA hopMUpyeTcs U3 MHdopMauum o Tebe B MHTEPHETE.



TBOE MecCTO XuTenbcTBa, y4ebbl, TBOE (PMHAHCOBOE NOMOXEHWe, 0OCOBEHHOCTU XapakTepa u pacckasbl 0 6rm3kux -
BCE 9TO HakannmesaeTcs B CETW.
MHorne nogpocTkM NErkoMbICIIEHHO OTHOCATCH K Nybnukaumu nuyHow mHdopmauun B VIHTepHeTe, He noHumas
BO3MOXHbIX NOCMNeACTBUN. Thl faXe He CMOXeLLb A0ragaTbcs O TOM, YTo doTorpadus, pasmelleHHas 5 net Hasag,
cTana nNpuYYnHON oTkasa NpuHATL Tebsa Ha paboTy.
KommeHTapuu, pasmelleHme TBoux ortorpadun n apyrne encTsns MOryT He UCHE3HYTb [axe Mnocrne Toro, Kak Tbl
UX yaanuib. Tbl HE 3HaeLLb, KTO COXPaHWm 3Ty MHAOPMaLuio, nonana N oHa B MOUCKOBbIE CUCTEMbI 1 COXpaHMNach
N OHa, a rnaBHoe: 4YTO NnogyMatoT o Tebe oKpyxarLime naun, KoTopble HauayT U yBUAAT 3T0. Hantu nHdopmaumo
MHOrO MeT CMyCTH CMOXeT Ntobow - kak 13 Jo6pbIx NOBYXAEHWUIN, Tak U C HAMEPEHNEM MPUYNHUTL Bped. OTO MOXeT
ObITb KTO YrogHo.
OcHoBHble COBeTbI MO 3aLyTe LMPOBOV penyTaLmn:
1. Mogyman, npexae 4em 4To-TO NybnukosaTth U Nnepedasath y cebs B 6rore unun B coumanbHON ceTu;
2. B HacTpovikax Npodunsa yCTaHOBW OrpaHWYEHNst Ha MPOCMOTP TBOEro Npodunsa 1 ero COAepXMMOro, caenan ero
TOnbKO "Ansa gpysen”;
3. He pa3meLuan n He ykasbiBalri MHpOpMaLUo, KOTOpasi MOXET KOro-nmbo ockopbnaTe unm obmxaTb.
ABTOpCKOE NpaBo
CoBpeMeHHbI€e LLKOMbHUKM - aKTUBHbIE MoNb3oBaTenu LmdpoBoro npoctpaHcTea. OQHako Aaneko He Bce 3HakoT, Y4To
MoNb30BaHWE MHOMMW BO3MOXHOCTAMM LMdPOBOro Mupa TpebyeT cobniogeHus npaB Ha WHTENNeKTyarnbHYo
COBCTBEHHOCTb.
TepMuH "MHTENNekTyanbHas coOB6CTBEHHOCTL" OTHOCUTCS K pasnuMYHbIM TBOPEHUAM YEroBEYEeCKOro yma, HaumHas c
HOBbIX M300peTeHuii 1 3HakoB, 06O3HaYalLLMX COBCTBEHHOCTb Ha MPOAYKTbI W YCMyrn, W 3akaH4yMBas KHUram,
doTorpadpumamu, kKuHodUnbMaMmu 1 My3blKarnbHbIMY NPOU3BEAEHNSMU.
ABTOpCKMe npaBa - 3TO MpaBa Ha WHTeNneKTyanbHyl COOCTBEHHOCTb Ha MPOM3BEAEHUS Hayku, nuTepaTtypbl K
nckyccTBa. ABTOPCKME MNpaBa BbICTYNalOT B KayeCTBE rapaHTUM TOro, YTO MHTENNEeKTyarnbHbIN/TBOPYECKUN TPYA
aBTopa He ByaeT HanpacHbIM, AacT eMy cripaBednvBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero TpyAaa,
MonyYnTb W3BECTHOCTb W Mpu3HaHne. HukTo 6e3 paspelleHVMs aBTopa He MOXeT BOCMPOM3BOAUTL €ro
npousBedeHne, pacnpocTpaHATb, MyGNUMYHO AEeMOHCTPMpOBaTb, MpodaBaTtb, UMMNOPTMPOBATbL, MyckaTb B MPOKaT,
Ny6rnYHO NCNOMHATL, NOKa3blBaTb/UCMONHATL B 3dMpe unv pasMeluaTb B VIHTepHeTe.
Mcnonb3oBaHue "nupatckoro” nporpammHoOro obecrneyeHnst MoXeT NPMBECTU K MHOTMM pUcKaM: OT MOTEPU AaHHbIX K
TBOMM akkayHTam [0 GIIOKMPOBKM TBOEro YCTPOWCTBA, rAe yCTaHOBMEeHa HerneranbHas nporpamma. He ctout Takke
3abbIBaTh, YTO CyLLECTBYIOT ferasnbHble 1 GecnnaTtHble MporpamMmbl, KOTOPbIE MOXHO HaWTV B CETU.
O noprtane
CeTeBMYOK.pd - TBOWM rMaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXeLLb y3HaTb O 6e30MacHOCTN B CETU MOHATHBIM 1
AOCTYMNHBLIM A3bIKOM, @ MPU BO3HWKHOBEHUU KPUTUYECKOW CUTyaumn obpatuTbCA 3a COBETOM. A Takke MNPUHATb
yyacTue B KOHKypcax 1 cTaTb camMbiM LIMPOBbLIM rpaxaaHnHom!

Mpunoxenne N 3

NAMATKA Ona POOUTENENA OB MHOOPMALIMOHHOW BE3OMNACHOCTU OETEN

OnpepgenexHve TepMuHa "vHopMaLMoHHas 6e3onacHocTb aetein" cogepxmtca B PegepanbHom 3akoHe N 436-93
"O s3awwmTe geten OT MHOPMaLUW, NPUYNHSAIOLLEN BPe UX 340POBLI0 U PasBUTUKD", PErynmpyoLwmnM OTHOLLEHUS,
CBSi3aHHble C 3alMTON AeTer OT MHopMaumu, NpUUMHAIOWENR Bped UX 340poBbi0 1 (Unn) passutuio. CormacHo
OAHHOMY 3aKOHYy "WHopmMauuoHHas 6e3onacHoCcTb geTen" - 3TO COCTOsIHME 3aLUULLEHHOCTW, MPU KOTOPOM
OTCYTCTBYET PWUCK, CBSI3aHHbI C MpUYMHEHMEM UWHOpMaunen Bpeda WX 340pOoBbl0 U (Mnn) dU3nYeckomy,
NCUXUYECKOMY, AYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.
B cuny ®enepansHoro 3akoHa N 436-®3 nHdbopmauven, NpuyMHALLEN Bpes 340POBbI0 U (MNN) pasBUTUO OeTen,
AaBnaeTcs:
1. nHdbopmauws, 3anpeLLeHHas Ans pacnpocTpaHeHus cpeay AeTen;
2. HdopMaLusi, pacnpocTpaHeHe KOTOPOW OrpaHNYeHo cpean AeTen onpeaeneHHbIX BO3paCTHbIX KaTeropuii.
3. K uHcopmauum, 3anpeLleHHon Ansa pacnpocTpaHeHnsa cpeamy AeTen, OTHOCUTCS:
4. vHdopMaumsa, nobyxpawlas AeTell K COBEPLUEHUIO OEWCTBUIN, NPeACTaBMsOLINX YIrPo3y UX XU3HWU U (1Mnn)
300pPOBbI0, B T.4. MPUYMHEHUIO Bpeada CBOEMY 3[,0pOBbIO, CaMOyOUIACTBY;
5. crnocobHOCTb BbI3BaTb y AeTer XenaHue ynoTpebuTb HapKOTUYEeCKMe CPefcTBa, MNCUMXOTPOMHbIE U (Mnn)
ogypMaHuBalolme BellecTBa, TabayHble w3Oenusi, ankoronbHyl W CAUPTOCOAEpPXKallyto MPOAYKLMIO, NUBO K
HanuTK1, M3roTaBfMBaeMble Ha €ro OCHOBE; MPWHATb yyacTue B as3apTHbIX Urpax, 3aHUMaTtbCs MNPOCTUTYLMEW,
6poASKHNYECTBOM UMW NOMPOLLIANHNYECTBOM;



6. obocHoBbIBalLWass uny onpaeAbiBalowwas AONYyCTUMOCTb Hacunusa v (Mnu) XKecTokocTu nmbo nobyxaatolias
OCYLLECTBNSATb HACUITbCTBEHHbIE AENCTBUSA MO OTHOLLEHMWIO K NIIOASIM U XXMBOTHBIM;

7. oTpuLaloLLas ceMeiHble LEHHOCTU 1 (hOpMUPYIOLLLAs HEYBaXXeHWE K POAUTENSM U (UNK) APYTYM YIleHaM CeMbM;

8. onpaepgpiBatoLLasa NPOTUBOMNPaBHOE NOBEAEHNE;

9. cogepKallas HeLeH3ypHy GpaHb;

10. cogepxaliasa nHgopmMaLmo nopHorpadn4eckoro xapakrepa.

K nHdpopmaumm, pacnpocTpaHeHne KOTOPOI OrpaHUYeHo Cpeam AeTeln onpeaeneHHoro Bo3pacra, OTHOCUTCS:

1. wHopmauuns, npeactaBnsemMass B BuAe W300paKeHUs WM OMNUCaHWUS XeCTOKOCTW, duanyeckoro u (1nu)
NCUXMYECKOrO HACUNUS, NPECTYMEHNS UM UHOTO aHTMOOLLECTBEHHOIO AENCTBUS;

2. BbI3blBaKOLLAA Y AETeN CTpax, yXKac Unm NaHuky, B T.4. NpeacTaBnsemas B Buae U3006paxeHus unm onucaHusi B
YHUXaIOLWEN 4YenoBeYyeckoe [OOCTOMHCTBO (hOpME HEHACWUIbCTBEHHOW CMepTW, 3aboneBaHusi, camoybuiicTea,
HecYyacTHOro criyyas, aBapuv unm katactpodbl 1 (Mnn) X NocrneacTBui;

3. npeacraensiemasi B Buae n3obpaxeHus Unm onnucaHnsi NornoBbIX OTHOLLEHUIA MEXAY MY>XHMHOW U XKEHLLMHON;

4. copepxalyasa bpaHHble CNoBa 1 BbIPaXKEHUS, HE OTHOCALLMECS K HELIEH3YPHOW BpaHu.

C yyetom atoro Bam npegnaratotca npasuna pabotbl B ceTu VIHTepHeT AN pasnuyHbiX BO3PaCTHbLIX KaTeropuu,
cobntogeHne KoTopbiX MO3BONUT 0becneynTb MHHPOPMaLMOHHY 6e30MacHOCTb BalLUX AETEN.

O6wue npaBuna ans pogutenen

1. HesaBucumo oT Bo3pacTta pebeHka ucnonb3yhWTe nporpaMmmHoe obecrneveHve, nomorarwliee unbTpoBatb U
KOHTpONUpoBaTb UHMOPMaLWIO, HO He monaraiTecb MONHOCTbI Ha Hero. Balle BHMMaHue Kk peGeHKy - rmaBHbIN
METOZ, 3aLnThbI.

2. Ecnn Baw pebeHok MMeeT akkayHT Ha 0QHOM 13 coumarnbHbix cepBucoB (Livedournal, blogs.mail.ru, vkontakte.ru n
T.M.), BHUMATENbHO U3y4nTe, Kakyto MHpOPMaLMIO NOMELLAIT ero y4aCTHUKM B CBOMX Npodhunax n Grorax, Bkrovas
doTorpacum n BUAEO.

3. MNpoBepbTe, C KakKUMW OPYrMMU CanTaMu CBSi3aH coumanbHbii cepBuc Bawero pebeHka. CtpaHuuku Bawwero
pebeHka MoryT ObITb Ge3onacHbIMM, HO MOTYT M CcoAepXaTb CCbIKM Ha HexenaTenbHble W OnacHble CaunTbl
(Hanpumep, NOpPHOCaNT, UMK CaWT, Ha KOTOPOM APYyr yNOMWHAET HOMep COToBOro TternedoHa Ballero pebeHka nnu
Baw gomawHuin agpec)

4. MoowpsnTe Bawwux getei coobiate 060 BCeM CTPaHHOM UMM OTTanNKMBAOLWEM U HE CIIULLKOM OCTPO pearvpymnre,
Korga OHM 3TO AenatoT (M3-3a onaceHns NoTepsaTb AOCTYN K VIHTEpHETY AeTW He TOBOPSAT POAMTENAM O npobnemax, a
Takke MOryT Ha4yaTb UCMomnb3oBaTb VIHTEPHET BHE OMa M LLIKOSbI).

5. byobTe B kypce ceTeBow u3HuM Bawero pebeHka. VIHTepecyinTecb, KTO MX Opy3bsi B VIHTEpHET Tak ke, Kak
WHTEpecyeTecb peanbHbIMU APY3bAMU.

Bospact ot 7 fo 8 nert

B NHTepHeTe pebeHok cTapaeTcsi MOCETUTb T€ UMM MHbIE CalTbl, @ BO3MOXHO M YaTbl, pa3peLlueHre Ha noceLleHve
KOTOpbIX OH He nony4un Obl oT poauTenen. Moatomy poauTensiM oco6eHHO MonesHbl ByayT Te OTYEThI, KOTOpble
nNpefocTaBnaloTCs MporpamMMamMm Mo OrpaHWYEHU0 UCMonb3oBaHusa VIHTepHeTa, T.e. PoanTenbCcKkuin KOHTpOnb vnu
TO, YTO Bbl CMOXeETe yBUAeTb BO BPeMeHHbIX hannax. B pesynbTate, y pebeHka He GyaeT OLyLeHUs, YTO 3a HUM
BeLeTCS NOCTOSIHHbINA KOHTPOrb, O4HAKO, poauTenu GyayT no-npexHeMmy 3HaTb, Kakne canThbl noceLlaeT ux pebeHok.
[eTtn B gaHHOM BO3pacTe 0bragaT CUMbHbIM YyBCTBOM CEMbU, OHU JOBEPYMBLI U HE COMHEBAIOTCA B aBTOpUTETaX.
OHu noBAT Urpatb B ceTeBble Urpbl U NyTeLlecTBOBaTh N0 VIHTEPHETY, NCNONb3ys ANEKTPOHHYH MOYTY, 3aXO4UTb Ha
CalTbl 1 YaTbl, HE PEKOMEHOOBaHHbIE POAUTENSMM.

CoBeTbl No 6e3onacHoCcTU B ceTu VIHTepHeT ans geten 7 - 8 net

1. CosgaiiTe cnucok JoMallHUX NpaBun noceleHus NHTepHeTa npu ydacTum geten n TpebyinTe ero BbIMONHEHUS.

2. Tpebynte ot Bawwero pebeHka cobnoaeHns BPEMEHHbBIX HOPM HaXOXAeHWs 3a KoMnbloTepoM. [NokaxuTe pebeHky,
yTo Bbl HabnogaeTe 3a HUM He NoToMy YTO Bam aTo Xo4eTcs, a noTomy 4To Bl 6ecnokontech o ero 6esonacHoCTu
1 BCerga rotoBbl EMy NOMOYb.

3. KomnbloTep ¢ nogkntodeHnem Kk IHTEpHETY JOMKEH HAaXoAUTLCS B OOLLEN KOMHaTE NoA NPUCMOTPOM poaUTENeNn.
4. Vicnonb3ywiTe cneymnanbHble JEeTCKUE NOVCKOBbIE MALUVHBI.

5. Wcnonb3ynte cpeAactBa ONOKMPOBaHUSA HEXenaTenbHOro KOHTEeHTa KakK [JOMOfHEeHWEe K CTaHOapTHOMY
PognTtensckoMy KOHTpOrHo.

6. Co3ganTe ceMeliHbI ANEKTPOHHbIN ALLMK, YTOObI HE MO3BONUTL AETAM MMETb COOCTBEHHbIE afpeca.

7. Brnokupyite poctyn Kk cawtam ¢ GecnnaTHbIMM MOYTOBBLIMM SILLIMKAMKW C TMOMOLLBLID COOTBETCTBYHLLETO
nporpamMMHOro obecneveHus.

8. Mpwuyunte petent coBeToBaTbCcs C Bamu nepen onybnvkoBaHMeM Kakon-nubo wuHdopMaumm CpeacTsamu
3NEKTPOHHOM NMOYTbl, YaTOB, PErMCTPaLMOHHbLIX hOpPM M Npodunen.



9. Hayuute geten He 3arpyxatb daiisbl, NporpaMmMbl Unmn My3biky 6€3 BalLero cornacus.

10. He paspeluanTte geTam ncnonb3oBath Cry6bl MTHOBEHHOTO 06MeHa CoobLLEHNAMMU.

11. B "6Genblii" cnucok canToB, pa3peLLeHHbIX A1 MOCELLEHWsI, BHOCUTE TOMbKO CalThl C XOPOLLEN penyTaunen.

12. He 3abbiBarite GecepoBaTb C AeTbMu 06 ux Apy3bsx B VIHTepHeTe, kak ecrnv Obl peyb Wwna o Apy3bax B
peanbHOW XU3HW.

13. He penante "taby" n3 BOMPOCOB MOMOBOM XMW3HW, Tak kak B WHTepHeTe OeTu MOryT Nnerko HaTKHYTbCA Ha
nopHorpacduo nnm cantsl "aAnsa B3pocnbIx".

14. TMpuyunte Bawero pebeHka coobwaTe BaMm O MOObIX yrpo3ax WM TpeBorax, CBs3aHHbIX C VHTepHeTom.
OcTaBanTecb CMOKOWHbIMW U HaMOMHWUTE AETAM, YTO OHWM B 6e3onacHocTW, ecnmn caMu pacckasanu BaM O CBOWUX
TpeBorax. [oxsanute ux 1 NOCOBETYNTE NOAONTM eLle pa3 B No06HbIX CryyasX.

Bospact geteri ot 9 o 12 net

B paHHOM BoO3pacTe geTu, Kak MpaBumno, yXXe HachnbllaHbl O TOM, Kakad WHdopmauusa cywectsyeT B VHTepHeTe.
CoBepLUEHHO HOPMarnbHO, YTO OHU XOTAT 3TO YBUAETb, MPOYECTb, YCrblWaTh. [Py 3TOM HYXXHO MOMHWTb, YTO OOCTYN
K HeXxernaTenbHbIM MaTepuanamM MOXHO Nerko 3abnokvpoBaTtb NpU NOMOLLM cpeacTB PoanMTenbCKoro KOHTpons.
CoBeTbl No 6e3onacHocTn Ans geten ot 9 go 12 net

1. CospgaiiTe cnUCoK JOMaLLHUX NpaBun noceleHns VIHTepHeT npu y4actum Aeten n TpebyinTe ero BbINONHEHUS.

2. Tpebynte o1 Bawero pebeHka cobnogeHns HOpM HaXOXAEHUS 38 KOMMbIOTEPOM.

3. Habniopante 3a pebeHkoMm npu paboTe 3a KOMMbIOTEPOM, MOKaxute emy, 4To Bbl Gecnokoutecb o ero
6e3onacHoCTV 1 Bcerga rotoBbl OkazaTb eMy MOMOLLb.

4. KoMmnboTep C NOAKIIOYEHNEM B VIHTEpPHET LOMKEH HaxoaMTbCs B obLLen koMHaTe nog NpMcMOoTPOM poanuTenen.

5. Wcnonb3ayiite cpenctBa OnoKMpOBaHUSA HeXenaTenbHOro KOHTEHTa Kak [OMOMHEHWEe K CTaHZapTHOMY
Pogntensckomy KOHTpOrHo.

6. He 3abbiBanTe NnpvHMMaTh HEMOCPEACTBEHHOE yvacTue B XM3Hu pebeHka, 6eceoBaTh ¢ AeTbMU 00 X ApY3bsX B
WHTepHeTe.

7. HactamBanTte, 4tobbl A€TN HUKOrAa HEe COrnallanucb Ha NUYHbIE BCTPEYN C APY3bAMU NO VIHTEpHeTY.

8. Mo3BonsiTe AeTsaM 3axoanTb TOMbKO Ha calTbl U3 "Genoro” cnucka, KOTopbIi co34anTe BMECTe C HUMM.

9. Mpuyunte geten HMKOrg4a He BbiAaBaTb NMUYHYIO MHAOPMALMIO CpeacTBaMMU IMNEKTPOHHOW NOYTbl, 4aTOB, CUCTEM
MIHOBEHHOIO 0OMeHa COOBLLEHMAMMN, PEMNCTPALIMOHHBIX (DOPM, NMTMYHBIX NPOdUNEN U NPU PermcTpauum Ha KOHKYpCbI
B MIHTepHeTe.

10. Mpuy4unTe OeTten He 3arpyxaTb NporpamMmmbl 6e3 Ballero paspelieHnsi. OGBbACHUTE UM, YTO OHM MOTYT CryYarHO
3arpya3nTb BUPYChl UMK Opyroe HexenaTtenbHoe nporpammHoe obecrneyeHue.

11. Co3panTe Bawemy pebeHKy orpaHMyYeHHy y4eTHY0 3anuch ans paboTbl HAa KOMMbIOTEpPE.

12. Mpuyunte Bawero pebeHka coobliaTe BaM O mMOObIX yrpo3ax WM TpeBorax, CBsi3aHHbIX C VHTepHeToM.
HanomHute geTtsam, 4To OHM B 6€30MacHOCTU, eCnv CaMm pacckasarny Bam O CBOMX TPEBOrax U OnaceHusx.

13. PacckaxuTe getam o nopHorpadum B MiHTepHeTe.

14. HactamBante Ha TOM, 4YTOObl AETU MPEedOCTaBNANM BaM [OCTYM K CBOEN 3MEKTPOHHOW nouTe, 4ToObl Bbl
y6eannnce, 4To OHM He 0BLLAKTCA C HE3HAKOMLIAMMU.

15. O6bsACHUTE OETAM, YTO HEMb3S NCMONb30BaTb CETh AN XyNUraHcTBa, pacnpoCTpaHEeHNs CNIETEH UMK Yrpos.
Bospact geten ot 13 go 17 net

B atom Bo3pacTte noApOCTKM aKTUBHO WCMONb3YHT MOWCKOBLIE MalUWHbI, MONb3YHOTCA 3MEKTPOHHOW MOYTOW,
cnyx6amm MrHOBEHHOro obmMeHa COoOOLLEeHUAMU, CKauMBalT My3blky U unbMbl. Manbuvkam B 3TOM BO3pacTe
Oonblle MO HpaBy cMmeTaTb BCE OrPaHWYEHUsl, OHM >XaxayT rpyboro omopa, asapTHbIX Wrp, KapTUHOK "Ans
B3pocnbix". [eBouku npepnoymTatoT obwatbcs B 4YaTtax, npu 3TOM OHWM ropasfo 0Goree 4yBCTBUTENbHbI K
cekcyarnbHbIM IoMOoraTenbcTBam B VIHTepHeTe.

3avacTyio B JaHHOM BoO3pacTe pOAMUTENSM YXKe BeCbMa CMOXHO KOHTPONUpOBaTb CBOMX JeTell, Tak kak 00
VHTepHeTe OHUM yXe 3HaKT 3Ha4MTeNnbHO Oonblue CBOMX poauTenen. Tem He MeHee, He OTnyckamTe AeTen B
"cBoboaHoe nnasaHue" no NHtepHeTy. CTapanTech akTMBHO y4acTBoBaTb B 06LeHMn pebeHka B VHTepHeTe.

BaxxHO no-npexxHemy cTporo cobnogaTte npasuna VHTepHeT-0e30MacHOCTM - COorfalleHve Mexay poauTensiMvi u
aetbMun. Kpome TOro, Heobxoammo kak MOXHO Yallle npocmaTpuBaTtb OTYETbl O AEATENbHOCTU AeTel B VIHTepHeTe.
Cnenyetr o6patuTb BHMMaHWMe Ha HeobOXOOAMMOCTb  COOEPXaHWMS  pOOUTENbCKMX  naponen  (naponen
aAMVHUCTPAaTOPOB) B CTPOrOM CEKpeTe 1 06paTUTb BHUMAHME HA CTPOroCTb 3TUX Naponen.

CoBeTbl No 6e3onacHocTM B 3ToM Bo3pacTte oT 13 go 17 net

1. Co3gaviTe CnMCoK JOMAaLLHUX NpaBun nocelleHnsa MIHTepHeTa npu yyacTum NoApPOCTKOB U TpebyiTe 6e3yCcrnoBHOro
ero BbinonHeHusi. ObroBopuTe C pebGeHKOM CMUCOK 3anpelleHHbIX caiToB ("4epHbIi cnucok"), vackl paboTbl B
WNHTepHeTe, pykoBOACTBO Mo obLyeHuto B IHTEpHeTe (B TOM Ynche B YaTax).



2. KomnbloTep ¢ nogknoveHnem K cetn VIHTepHeT [OMKEH HaxoauTbes B 0bLLen koMHaTe.

3. He 3abuiBarite 6ecenoBaTth ¢ AeTbMu 006 X Apy3bax B VIHTEpHETE, 0 TOM, YeM OHUM 3aHATbI TakMuM obpasom, byaTo
peyb MOET 0 Apy3bsiX B pearnbHoM xunsHu. CrnpalumnsaiTte o noasx, C KOTopbiMU AeTu obLiaTcs NOCPeacTBOM Cryx6
MrHOBEHHOIO 06MeHa coobLLeHnsiMK, YTOObI yOeauTbCs, YTO 3TU NI0AN UM 3HAKOMBbI.

4. Wcnonb3ynTe cpeactsa OroOKMPOBaHMS HEXenaTenbHOro KOHTEHTa Kak [JOMOfHEeHWEe K CTaHA4apTHOMY
PogntenbckomMy KOHTporHo.

5. HeobxoamMmo 3HaTb, Kakumu Yyatamu nonb3ytotcs Bawwm getu. MoolpsanTte ncnonb3oBaHne MOAEPUPYEMbIX YaTOB
1 HacTamBaunTe, YTobbl AeTn He obLanmcb B MPUBATHOM peXuMe.

6. HactamBanTe Ha ToM, 4TOObI 4ETU HUKOrAA He BCTPEYanvcb NMMYHO C Apy3bsaMu U3 ceTn VHTepHeT.

7. Mpuyunte feten He BblgaBaTb CBOK MMYHYIO MHAOPMaLMIO CPEACTBaMU 3MEKTPOHHOMW MOYThbl, YaToOB, CUCTEM
MIHOBEHHOIO OOMeHa COOBLLEHVAMMN, PEMNCTPALMOHHBIX (OPM, NMUYHBIX NPOMUNEN U NPU PETMCTPaLMK Ha KOHKYPChI
B VIHTepHeTe.

8. Mpuyunte geten He 3arpyxaTb nporpammbl 6e3 Ballero paspewweHns. OBbACHUTE UM, YTO OHU MOTYT CrydaniHO
3arpya3uTb BUPYCbl UMK Opyroe HexenaTtenbHoe nporpammHoe obecrneyeHue.

9. Mpuyunte Bawero pebeHka coobwaTe Bam O NOObIX yrposax WnuM TpeBorax, CBsA3aHHbIX C WHTepHeToM.
HanomHute petsim, 4yto OoHM B 6e3omacHOCTM, ecnM camy pacckasanu Bam, O CBOMX Yrpo3ax Wnv TpeBorax.
[MoxBanute Ux 1 NOCOBETYNTE NOAONTYU eLle pa3 B NOg0OHbIX cryyasx.

10. Pacckaxute getsam o nopHorpadum B MiHTepHeTe. Nomorute nm 3awmtntbes ot cnama. Hayynte nogpocTkoB He
BbljaBaTb B VIHTepHeTe CBOEro pearnbHOro 3MeKTPOHHOro ajpeca, He OTBeYaTb Ha HexenartenbHble nucbMa u
MCnonb30BaTh crneunarnbHbie NOYTOBbIE PUILTPbI.

11. Mpuyunte cebs 3HAKOMUTLCHA C CanTaMm, KOTOPbIE MOCELLAT NOLAPOCTKN.

12. Hayunte peten yBaxaTb Opyrnx B MHTepHeTe. Ybeautecb, YTO OHM 3HAKT O TOM, YTO MpaBura XOopoLlero
noBeJeHns OeNCTBYIOT Be3e - faXe B BUPTyalrlbHOM MUpe.

13. OB6bsACHUTE OeTaM, YTO HM B KOEM Criydae Hernb3sd mcnonb3oBatb CeTb ANA XynuraHcTBa, pacrnpocTpaHeHus
CMMeTeH Unu yrpo3 Apyrum fnoasiM.

14. ObcypnTe ¢ nogpocTkamu Npobnembl CeTEBbIX a3apTHbIX UIP U MX BO3MOXHBIN pUCK. HanomHuTe, 4YTO AETH He
MOTYT UrpaTb B 3TN Urpbl COrMacHO 3aKOHY.

[MocTosiHHO KOHTponupyihTe ucnonb3oBaHne WHTepHeTa Bawwum pebeHkom! 3TO He HapylleHue ero JMYHOro
NpOCTPaHCTBa, a Mepa NPeaoCTOPOXHOCTY U NposiBrieHne Baluen poanTenbCkon OTBETCTBEHHOCTM U 3a00ThI.



